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PERSONAL DATA PROCESSING NOTICE TO APPLICANTS
THONG BAO XU LY DU LIEU CA NHAN CUA UNG VIEN

This Notice provides information on how NIN SING LOGISTICS COMPANY LIMITED
(“Ninja Van”) performs the processing of Personal Data of candidates and applicants and other
data subjects involved in personnel selection whose data may become available to Ninja Van
within the framework of its personnel selection processes (“Applicants”) following Decree
13/2023/ND-CP on personal data protection (“Decree 13”) and other relevant legislations. In this
Notice, the term “we” refers to Ninja Van or third parties authorized by Ninja Van, and the term
“you” or “your” refers to Applicants.

Théng bdo ndy cung cdp théng tin vé cach thire CONG TY TNHH NIN SING LOGISTICS
(“Ninja Van”) thiee hién viéc xir Iy Dit liéu Cd nhdn ciia teng vién, ngueoi nép don va cdc chii thé
dir liéu khac lién quan dén viéc tuyén dung nhan sy ma dir liéu ca nhan cua ho co thé dwoc cung
cdp cho Ninja Van trong pham vi quy trinh tuyén dung nhan su cia Cong ty (goi chung la “Ung
Vién”) theo Nghi dinh 13/2023/NP-CP vé bdo vé dir liéu cd nhan (“Nghi dinh 13”) va cdc quy
dinh phdp ludt lién quan khéc. Trong Théng bdo nay, thudt ngit “ching t6i” dé cdp dén Ninja Van
hodac cac bén thur ba dwoc Ninja Van uy quyén, va thuat ngit “ban” hodac “cua ban” de cdp dén
Ung vién.

Where you provide the Personal Data of a third party to Ninja Van, you represent and warrant that
you have obtained the consent of such third party for Ninja Van’s processing of Personal Data
(including but not limited to collection, use, and transfer), and you have informed him/her that
Ninja Van shall process his/her Personal Data for the purposes set out in this Notice and/or in the
contract or commitment (if any) between Applicants and Ninja Van.

Trong truong hop ban cung cdp dir liéu cd nhdn ciia mét bén thir ba cho Ninja Van, ban cam két
va dam bdo rang ban di c6 dwoc sy dong ¥ ciia bén thir ba dé cho viéc Ninja Van xir Iy dit lidu cd
nhén (bao gom nhung khéng gidi han viéc thu thap, sie dung va chuyén giao), va ban da théng
bdo cho ho vé viéc Ninja Van sé xu ly dit liéu cd nhan cua ho cho cdac muc dich dwoc néu tai Thong
bdo nay va/hodc tai hop dong, cam két (néu cé) giita Ung vién va Ninja Van.

1. Consent
Sw dong y

By receiving and reading this Notice before providing your Personal Data and handing over
relevant documents via the following methods:

Bang cdch nhdn va doc Thong b&o nay triede khi cung cdp Dir liéu Céa nhan ciia ban va chuyén
giao cdc tai liéu lién quan thong qua cdc phwong thirc sau:

(i) Ninja Van’s digital services (such as Ninja Van’s official career pages, application and
social media);
Cdc dich vu sé ciia Ninja Van (nhu trang théng tin tuyén dung chinh thire ciia Ninja Van,
ung dung va mang xd hgi);,

(i) Ninja Van’s third-party service providers such as recruitment agencies or recruiting
platforms;
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Cdc nha cung cdp dich vu bén thir ba ciia Ninja Van nhuw cdc cong ty tuyén dung hodc
cdc nén tang tuyén dung;

(iii) to any Ninja Van’s staff emails; or
auri dén bat ky email ciia ciia nhdn vién Ninja Van, hodc

(iv) filling out any other consent forms which can express consent in a format that can be
printed, reproduced in writing.
dién vao bt ky biéu mdau dong y ndo ma sw dong y dwoc thé hién & mét dinh dang cé thé
dwoc in, sao chép bang vin ban.

you agree and consent to Ninja Van’s processing of your Personal Data by the terms and conditions
set out in this Notice.

ban dong y va chdp thudn viéc Ninja Van xit 1y Dit liéu Cd nhén ciia ban theo cdc diéu khoan va
diéu kién dwoc quy dinh trong Théng bdo nay.

2. Types of Personal Data
Cac loai Dir ligu Ca nhan

“Personal Data” refers to electronic information in the form of symbols, letters, numbers, images,
sounds, or equivalences associated with an individual or used to identify an individual. Personal
Data includes general personal data and sensitive personal data.

"Dii ligu Cd nhan" la théng tin dwéi dang ky hiéu, chik viét, chi s6, hinh anh, am thanh hodc dang
twong tu trén moi truong dién tu gdn lién v&i mot con nguoi cu thé hodc giup xdc dinh mot con
nguoi cu thé. Dir liéu Ca nhdn bao go”‘m dit liéu ca nhan co ban va dir liéu ca nhan nhay cam.

Depending on the purposes of use, Ninja Van may collect various types of Personal Data including:
Tuy thuoc vao muc dich sw dung, Ninja Van co thé thu thap cac loai Dir liéu Ca nhan khac nhau
bao gom:

2.1. General Personal Data
D liéu Ca nhén co ban
Q) Last name, middle name, first name, other names (if any);
Ho, tén dém, tén, cdc tén khdc (néu c6);
(i) Date of birth;
Ngay sinh;
(iii))  Gender;
Gioi tinh;
(iv)  Place of birth, permanent residence address, temporary residence address, current
residence address, contact address, hometown;
Noi sinh, dia chi thwong tru, dia chi tam tru, dia chi hién tai, dia chi lién lac, qué quan;
(v)  Nationality;
Quibc tich;
(vi)  Photographs and other audio-visual information;
Hinh danh va cac doan phim chira hinh anh-am thanh khac;
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(vii)y ID Card number, personal identification number, passport number;
86 CCCD/CMND, s6 dinh danh cd nhén, s6 ho chiéu;
(viii) Digital account information (including email address), personal data that reflects
activities and activity history in cyberspace;
Théng tin tai khoan sé (bao gom dia chi thi dién tik), dir liéu ca nhan phdn dnh hoat
dong va lich sir hoat dong trén khdng gian mang;
(ix)  Personal Data relating to employment relationships including:
Dir liéu Cd nhdn lién quan dén quan hé lao dong bao gom:
- Contact information such as name, address, telephone number, email address and
social media data;
Thong tin lién lac nhu tén, dia chi, s6 dién thoai, dia chi email va dir liéu trén mang
xd hoi;
- Applied position;
Vi tri teng tuyén;
- Source of recruitment;
Nguon tuyén dung;
- Proposed start working date;
Ngay di kién bat dau lam viéc;
- Proposed salary;
Mire lwong dé xudt;
- Emergency contact;
Théng tin lién hé khan cdp;
- Educational background;
Qua trinh hoc van;
- Work experience;
Kinh nghiém lam viéc,
- Language proficiency;
Kha nang ngoai ngit;
- Computer related skills;
Ky nang may tinh;
- Driving licence (For certain positions);
Bang ldi xe (Cho tirng vi tri cu thé);
- Full name, phone number, email address, position, and company name of the
reference provided by Applicants.
Ho tén, sé dién thoai, dia chi thu dién tir, chitc vu, tén cong ty cua nguoi tham chiéu
ma Ung vién cung cap.

2.2. Sensitive Personal Data
Dir ligu Ca nhan nhay caim
- Data on crimes and criminal activities collected and stored by law enforcement
agencies (criminal records for IC, IC assistants, riders and drivers);
Dir liéu vé t3i pham va hanh Vi pham téi dwoe thu thdp va leu trit boi ¢ac co quan
thuee thi phép ludt (1y lich tw phdp doi véi truéng tram, tro' Iy triedng tram, nhan vién
giao hang va lai xe);
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3. Methods and purposes of processing Personal Data
Phwong phap va muc dich xvr ly Dit liéu Ca nhdn

Processing of Personal Data refers to one or multiple activities that impact personal data,
including collection, recording, analysis, confirmation, storage, rectification, disclosure,
combination, access, traceability, retrieval, encryption, decryption, copying, sharing, transmission,
provision, transfer, deletion, destruction or other relevant activities.

X ly Dir ligu Ca nhdn la mot hodc nhiéu hoat dong tac dong toi dir liéu ca nhdn, nhu: thu thdp,
ghi, phan tich, xac nhan, lwu trit, chinh swa, cong khai, két hop, truy cdp, truy xudt, thu héi, ma
héa, gidi ma, sao chép, chia sé, truyén dia, cung cdp, chuyén giao, xéa, hiry dir liéu cd nhdn hodc
cac hanh dong khac co lién quan.

We process your Personal Data for the personnel selection procedure, specifically:
Chiing t6i xit Iy Dit liéu Cé nhdn ciia ban trong qud trinh tuyén dung nhan su, cu thé la:

3.1. Recruitment process:
Quy trinh Tuyén dung:

- Considering the information in the application form, CV and other related
documents in order to consider whether to enter into the employment agreement or
set out the terms and conditions relating to the employment agreement and/or
employment-related documents;

Xem xét thdng tin trong don img tuyén, CV va cdc tai liéu lién quan khdac dé can
nhdc kha nang ky két hop dong lao ddng hay thiét ldp cdc diéu khodn va diéu kién
lién quan dén hop dong lao déng va/hodc cdc tai liéu lién quan dén céng viéc;

- Inviting Applicant to participate in the recruitment process including making an
appointment for an interview and participating in relevant tests;

Moi Ung vién tham gia vao quy trinh tuyén dung bao gom ddt lich phéng vén va
tham gia vao cdc bai kiém tra lién quan;

- For communication with the Applicant in line with the job description and this
Notice;

Pé lién lac véi Ung vién theo mé ta cong viéc va Thong bdo nay;

- For verification of references about employment history, work experience and
qualifications
Pé xdc minh thong tin tham chiéu vé qud trinh lam viéc, kinh nghiém lam viéc va
bang cdp;

- For offering the Applicant to the given position or other suitable positions available
or to be available in the company which the Applicant may not apply yet.
Pé théng bao Ung vién tring tuyén hodc dé xudt cdc vi tri phit hop khdc dang cé
hodic sé c6 trong cong ty ma Ung vién ¢ thé chia iimg tuyén.

3.2. For improvement: processing and improving Ninja Van’s personnel selection procedures;
Cho muc dich cdi thién: xir Iy va cdi thién cdc quy trinh tuyén dung nhan sie ciia Ninja Van;

3.3.  Security of Ninja Van’s premises and property: CCTVs and guest registration at premises.
Bdo vé an ninh tai tru s¢ va tai san cia Ninja Van: Hé thong camera an ninh va ding ky
khach moi tai cac co so cua cong ty.
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4.  Transfer and disclosure of personal data

Chuyén giao va tiét 1 Dir liéu Cd nhén
At Ninja Van, we utilize all reasonable and compulsory administrative, physical and technical
measures to protect your personal data from unauthorized disclosure. For the purposes set out in
this Notice, Personal Data may be disclosed, or transferred to governmental organizations,
governmental bodies or third parties including:
Tai Ninja Van, ching t6i sir dung tat ca cdc bién phdp quan Iy, dp dung cdc thiét bi, cong nghé
can thiét va bat budc dé bao vé dik liéu cd nhéan ciia ban khéi viée bi tiét 16 trai phep. Péi véi cac
muc dich dwoc quy dinh trong Thong bao nay, Dit liéu Cd nhan co thé dwoc tiét 16 hodc chuyén
giao cho cdc té chirc thuée chinh phii, co quan nha nuée hodc bén thir ba bao gom:

(i) Group company or affiliate within Ninja VVan group;
cong ty trong Tdp doan hodc cong ty lién két véi Tdap doan Ninja Van;

(it) Third-party service providers including, but not limited to recruitment agencies, reference
checking services.

Cdc nha cung cdp dich vu bén thir ba bao gom nhuwng khong gidi han cdc cong ty tuyén
dung, dich vu kiém tra théng tin tham chiéu.

Where Ninja Van discloses and transfers the Personal Data of a data subject to a third party above,
Ninja Van will take the necessary steps to ensure that the third party will handle the Personal Data
of a data subject in accordance with applicable regulations so as to prevent data loss, unauthorised
access, improper use, modification, disclosure, or processing of Personal Data. Where Personal
Data is transferred aboard, Ninja Van commits to complying with applicable personal data
regulations on personal data transfer abroad.

Trong truong hop Ninja Van tiét 16 va chuyén giao Dir liéu Cd nhdn ciia mét chii thé dir liéu cho
mot bén thir ba nhu trén, Ninja Van sé thuc hién cdc budc can thiét @é dam bao rcfng bén thu ba
do sé xur Iy Dir lieu Ca nhan cua mot chu thé dir liéu theo dung cdc quy dinh phap ludt hién hanh
dé ngan chin mat dir liéu, truy cdp trdi phép, sir dung, sira doi, tiét 16 hodc xir 1y Dir liéu Cd nhdn
khéng diing muc dich. Trong trwong hop Dir liéu Cd nhéan dwoc chuyén ra nwde ngodi, Ninja Van
cam két tudn thii cac quy dinh vé bao vé dir lidu ca nhéan hién hanh déi véi hoat dong chuyén dir
liéu ca nhan ra nuwoc ngoai.

5. Processing time and retention period of Personal Data

Thoi gian xur Iy va thoi gian luu triv Dir lieu Ca nhdn
We will begin processing your Personal Data since Ninja Van receives the Personal Data. We will
stop processing your Personal Data after the completion of processing in line with the stated
purposes or where the Applicant submits a valid and lawful request to delete, limit or object to
Personal Data processing.
Chung toi sé bat dau xir ly Dir lieu Ca nhan cua ban ké tir khi Ninja Van nhan dwoc Dir lieu Ca
nhdn do. Chung toi sé ngung xu Iy Dir lieu Cd nhan cua ban sau khi hoan thanh qua trinh xu ly
theo cac muc dich di néu hodc khi Ung vién giti mot yéu cau hop 1é va hop phdp dé xéa, han ché
hodic phan doi viée xir Iy Dit liéu Cd nhan.
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Your Personal Data may be retained until such data is no longer necessary for the purposes detailed
in this Notice and for any operational or legal purposes unless you withdraw your consent and
submit a valid and lawful request to Ninja Van to delete your Personal Data.

Dit liéu Cé nhdn ciia ban cé thé dwoc luu gitr cho dén khi dir liéu dé khong con can thiét cho cdc
muc dich dwge mé ta trong Théng bdo nay va cho bat ky muc dich hoat déng hodc phdp Iy ndo,
triv khi ban rit lai sw dong y va giri mot yéu cdau hop 16 va hop phdp dén Ninja Van dé yéu cau xéa
Dir lieu Ca nhan cua ban.

6.  Applicant’s rights and obligations regarding Personal Data
Quyén va nghia vu ciia Ung vién lién quan dén Dir liéu Cd nhén
Regarding your Personal Data, you have the following statutory rights:
Poéi véi Dir liéu Cd nhén ciia ban, ban c6 cdc quyén theo quy dinh ciia phdp ludt nhw sau:

(1) Right to be informed,
Quyén duwoc biét;
(if) Right to consent;
Quyén dong ¥;
(iii) Right to access;
Quyén truy cdp;
(iv) Right to withdraw consent;
Quyén rit lai si dong y;
(v) Right to delete;
Quyén xoa dir liéu,
(vi) Right to restrict data processing;
Quyén han ché xir ly dir liéu,
(vii) Right to obtain personal data;
Quyén cung cdp dir liéu;
(viii)Right to object to data processing;
Quyén phdn déi xi Iy di liéu;
(ix) Right to file complaints, denunciations and lawsuits;
Quyén khiéu nai, t6 cdo va khéi kién;
(x) Right to claim compensation for damages;
Quyén yéu cau boi thwong thiét hai;
(xi) Right to self-defence and other related rights as prescribed by law.
Quyén tw bao vé va cdc quyén khdc cé lién quan theo quy dinh ciia phdp ludt.

Applicants may exercise their rights by contacting Ninja Van using the details provided below,
Ninja Van will fulfill your lawful and valid request within the time specified by law from the date
of receipt of that request.

Ung vién c6 thé thuc hién quyén ciia minh bang cdch lién hé véi Ninja Van theo théng tin dwoc
cung cdp dwdi ddy, Ninja Van sé thuc hién yéu cau hop phdp va hop 1é ciia ban trong thoi gian
dwege quy dinh boi phdp ludt ké tir ngay nhén dwoc yéu cau doé.
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7. Undesirable consequences and damages
Hdu quad, thiét hai khong mong muon co kha nang xdy ra

We pledge to secure your Personal Data by taking all appropriate and required measures. But
because of its nature, the Internet cannot be considered a safe place, so we cannot guarantee that
all of your Personal Data will be completely protected in the following cases: (i) a cyberattack on
Ninja Van's system and network results in a data leak; (ii) hardware and software vulnerabilities
arise during the data processing process; (iii) you use public and other unsecured networks and
devices to store and transmit your Personal Data; and (iv) any secure matter pertaining to other
third parties' network outside Ninja VVan websites.

Chung toi cam két bao vé Dit liu Ca nhadn ciia ban bcing cach thue hién tat ca cac bién phap phu
hop va bat buéc. T uy nhién, do tinh chat ddc thi, mang Internet khong thé coi la mét noi an toan,
Vi vdy chung toi khong thé dam bao rc%ng tat ca Dir liéu Cd nhdn ciia ban sé dwoc bao vé hodn
todn trong cdc truong hop sau: (i) mét cude tan cong mang vao hé thong va mang ciia Ninja Van
dan dén ro ri dit liéu; (i) c6 cdc 16 hong vé phan cirng va phan mém trong qud trinh xv 1y dir liéu;
(iii) ban sir dung hé thong mang cong cong, cdc hé thong mang va thiét bi khéng an toan khdc dé
liew triF va truyén Dir liéu Cd nhdn ciia ban; va (iv) bat ky van dé an ninh ndo lién quan dén hé
théng mang cua bén thir ba ngodi cdc trang web ciia Ninja Van.

In the event that Ninja Van becomes aware of any unauthorised access, cyberattack, or other
violations impacting your Personal Data, we will notify you immediately and take the required
steps to minimise any damage that occurs.

Trong trwong hop Ninja Van phat hién bdt ky viéc truy cdp trdi phép, cudc tin cong mang hodc vi
pham ndo khéc anh hwéng dén Dir liéu Cd nhdn ciia ban, chiing téi sé théng bdo cho ban ngay
lGp tikc va thiee hién cdc bién phdp can thiét dé giam thiéu bat ky thiét hai nao cé thé xdy ra.

In addition, Ninja VVan advises you to safeguard your ID account and password on any website you
use to transfer Personal Data, avoid using unlicensed software or unsecured networks when
accessing the Internet, and take other proactive steps to manage and protect your Personal Data.
Ngodi ra, Ninja Van khuyén cdo ban bdo vé tén tai khodn va mdt khéu ciia minh trén bat ky trang
web nao ban sir dung dé chuyén Dit liéu Cd nhan, tranh sir dung phan mém khéng ban quyén hodc
mang khong an toan khi truy cap Internet va chu dong thuc hién cdc bién phap khac dé quan ly va
bdo vé Dir liéu Ca nhdn cua ban.

8.  Controller cum Processor

Bén Kiém sodt va X ly div liéu
Should you have any questions regarding this Notice or requests, concerns, or complaints about
Ninja Van's processing of your Personal Data, you can contact us at the following information:
Néu ban c6 bt ky cdu héi nao vé Chinh sach nay hodc yéu cau, moi quan tam hodc khiéu nai vé
viéc xit Iy Dit liéu Cd nhén ciia Ninja Van, ban cé thé lién hé véi ching téi qua cdc thong tin sau:

NIN SING LOGISTICS COMPANY LIMITED
CONG TY TNHH NIN SING LOGISTICS

Head office: 117/2D1 Ho Van Long Street, Tan Tao Ward, Binh Tan District, Ho Chi Minh City
Tru sé chinh: 117/2D1 dwong H6 Vian Long. phirong Tan Tao, qudn Binh Tan, thanh phé Ho Chi
Minh
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Hotline: 1900 886 877
Duong ddy nong: 1900 886 877

Email: vn-privacy@ninjavan.co
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